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1www.varonis.cz

DATA RISK ASSESSMENT
ROZSAH ANALÝZY RIZIK

5R]VDK�GDW�VOHGRYDQìFK�Y�WpWR�XNi]NRYp�DQDOì]H��GDWD��VORçN\��VRXERU\��RSUiYQďQt��XçLYDWHOp�D�VNXSLQRYp�~ĀW\��
0H]L�VOHGRYDQp�UL]LNRYp�REODVWL�SDWĢt�]E\WHĀQď�SĢtVWXSQi�FLWOLYi�GDWD��SUREOpP\�V�Ģt]HQtP�SĢtVWXSX�D�GDOåt�

Rozsah

SLEDOVANÉ SOUBOROVÉ 
SERVERY A ZDROJE DAT

 

• CIFS_FS_1

• CIFS_FS_2

• CIFS_FS_3

• CIFS_FS_4

• CIFS_FS_5

• NS_FS_1

• EXCH_1

• SP_1

$QDO\]RYDOL�MVPH�GDWD�VSROHĀQRVWL�$&0(�D¬KOHGDOL�UL]LND�Y�WďFKWR�REODVWHFK�

• =E\WHĀQď�UR]ViKOì�SĢtVWXS�N�FLWOLYìP�D�FKUiQďQìP�GDWĪP�D�MHMLFK�RKURçHQt

• 3RVWXS\�Y�REODVWL�Ģt]HQt�SĢtVWXSX�D�DXWRUL]DFH

• 0RQLWRURYiQt�SULYLOHJRYDQpKR�SĢtVWXSX�D�SĢtVWXSX�NRQFRYìFK�XçLYDWHOĪ

• 6WUXNWXUD�$FWLYH�'LUHFWRU\

• 17)6�D�VWUXNWXUD�RSUiYQďQt�NH�VGtOHQt

• =SĪVRE�XFKRYiYiQt�GDW

• 6RXODG�V�SĢtVOXåQìPL�SĢHGSLV\

OBSAH  

• ���¬���¬*%�GDW

• ��¬���¬����VORçHN

• �¬���¬���¬����VRXERUĪ

• ���¬���¬����SRORçHN�RSUiYQďQt

$&7,9(�',5(&725<�  

• �¬����XçLYDWHOVNìFK�~ĀWĪ

• ��¬����VNXSLQ

• �¬����SRĀtWDĀRYìFK�~ĀWĪ 

• ����]DNi]DQìFK�XçLYDWHOĪ
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+ODYQt�]MLãWČQt��NOtþRYp�XND]DWHOH

3RĀHW�YROQď�SĢtVWXSQìFK�VORçHN

3RĀHW�VORçHN�VH�]DVWDUDOìPL�GDW\

3RĀHW�VORçHN�V�QHNRQ]LVWHQWQtPL�RSUiYQďQtPL

��¬���¬����YROQď�SĢtVWXSQìFK�VORçHN

��¬���¬����VORçHN�VH�]DVWDUDOìPL�GDW\

��¬����VORçHN�V�QHNRQ]LVWHQWQtPL�RSUiYQďQtPL

���¬���¬����YROQď�SĢtVWXSQìFK�FLWOLYìFK�VRXERUĪ

���¬���¬����VRXERUĪ�V�FLWOLYìPL�GDW\

�¬����XçLYDWHOVNìFK�~ĀWĪ�V�WUYDOH�SODWQìPL�KHVO\

3RĀHW�YROQď�SĢtVWXSQìFK�FLWOLYìFK�VRXERUĪ

3RĀHW�VRXERUĪ�REVDKXMtFtFK�FLWOLYi�GDWD

3RĀHW�XçLYDWHOVNìFK�~ĀWĪ�V�WUYDOH�SODWQìPL�KHVO\

74%

94%

58,419 1,182

35%

59%
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+ODYQt�]MLãWČQt��*OREiOQt�SĜtVWXSRYp�VNXSLQ\

3ġÌ6783�352�*/2%É/1Ì�6.83,1<�
*OREiOQt�VNXSLQ\�XPRçěXMt�SĢtVWXS�N�SĢtVOXåQìP�VORçNiP�
YåHP�XçLYDWHOĪP�Y�RUJDQL]DFL��-GH�QDSĢtNODG�R�VNXSLQ\�
(YHU\RQH��'RPDLQ�8VHUV�D�$XWKHQWLFDWHG�8VHUV�

'DWD�V�SĢtOLå�åLURNìP�SĢtVWXSHP�MVRX�ĀDVWìP�
]UDQLWHOQìP�PtVWHP��3RĀtWDĀRYt�RGERUQtFL�RGKDGXMt��
çH�EH]�DXWRPDWL]DFH�MH�N�QDOH]HQt�D�UXĀQtPX�
RGVWUDQďQt�SĢtVWXSX�JOREiOQtFK�VNXSLQ�SRWĢHED�
DVL��²��KRGLQ�QD�VORçNX��-H�SĢLWRP�QXWQp�]MLVWLW��
NWHĢt�XçLYDWHOp�SĢtVWXS�SRWĢHEXMt��Y\WYRĢLW�D�DSOLNRYDW
�QRYp�VNXSLQ\�D�YORçLW�GR�QLFK�VSUiYQp�XçLYDWHOH�

6+5187Ì�5,=,.$�
• 3ĢtOLå�åLURNì�SĢtVWXS�MH�MHGQtP�]�KODYQtFK�SĢtĀLQ�
~QLNĪ�GDW�

• =E\WHĀQď�SĢtVWXSQi�FLWOLYi�D�NULWLFN\�GĪOHçLWi�
GDWD�MVRX�Yì]QDPQìP�EH]SHĀQRVWQtP�UL]LNHP�

• =DVWDUDOi�XçLYDWHOVNi�RSUiYQďQt�PRKRX�EìW�
]QHXçLWD�D�QHRSUiYQďQď�Y\XçtYiQD�

'23258ÿ(1e�.52.<�
• =UXåLW�SĢtVWXSRYi�RSUiYQďQt�SUR�JOREiOQt�VNXSLQ\�
D�]MLVWLW�WDN��MDNp�VORçN\�MVRX�SUR�JOREiOQt�VNXSLQ\�
SĢtVWXSQp�

•
 
$NWLYQt�XçLYDWHOH�YORçLW�GR�QRYp�VNXSLQ\�

•
 
9�VH]QDPHFK�Ģt]HQt�SĢtVWXSX�QDKUDGLW�VNXSLQX�
V�JOREiOQtP�SĢtVWXSHP�WRXWR�QRYRX�VNXSLQRX�

66.��PLOLRQĪ
VORçHN�V�SĢtVWXSHP�SUR�JOREiOQt�
VNXSLQ\

74%
����������
]�����������

52='Ď/(1Ì�3ġÌ67838�
*/2%É/1Ì&+�6.83,1

�
�

• &,)6B)6B� ���

• CIFS_FS_3 ��

• &,)6B)6B� ���

• 63B)6B� ���

• (;&+B)6B� ���

&,7/,9e�628%25<�
3ġÌ67831e�352�*/2%É/1Ì�
6.83,1<

�
�

• &,)6B)6B� ��

• CIFS_FS_3 ��

• &,)6B)6B� ��

• 63B)6B� ���

• (;&+B)6B� ���

1t]Np 6WĢHGQt 9\VRNp
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SHRNUTÍ RIZIKA:
• &LWOLYi�GDWD�ĀDVWR�REVDKXMt�W\�QHMVRXNURPďMåt�
D�QHMY\KOHGiYDQďMåt�LQIRUPDFH��RVREQt�~GDMH��~GDMH�
R�NUHGLWQtFK�NDUWiFK��,3�DGUHV\��H�PDLO\�D�GDOåt�

 

• 3ĢtOLå�åLURNì�SĢtVWXS�MH�MHGQtP�]�KODYQtFK�SĢtĀLQ�
~QLNĪ�GDW�

• =E\WHĀQď�SĢtVWXSQi�FLWOLYi�D�NULWLFN\�GĪOHçLWi�GDWD�
MVRX�Yì]QDPQìP�EH]SHĀQRVWQtP�UL]LNHP�

1t]Np 6WĢHGQt 9\VRNp

52='Ď/(1Ì�628%25ĩ�
6�&,7/,9ë0,�'$7<

 

• &,)6B)6B� 13%

• &,)6B)6B� ���

• &,)6B)6B�  8%

• 63B)6B� 54%

• (;&+B)6B� 13%

+ODYQt�]MLãWČQt��&LWOLYi�GDWD

&,7/,9É�'$7$�
0QRKR�VRXERUĪ�REVDKXMH�GĪOHçLWp�LQIRUPDFH�
R�]DPďVWQDQFtFK��]iND]QtFtFK��NOLHQWHFK��SURMHNWHFK�
QHER�MLQìFK�FLWOLYìFK�REFKRGQtFK�]iOHçLWRVWHFK��
7\WR�LQIRUPDFH�ĀDVWR�SRGOpKDMt�RERURYìP�SĢHGSLVĪP��
MDNR�MVRX�62;��+,3$$��3&,��*'35�Y�(8��*/%$�D�GDOåt�

&LWOLYi�GDWD�SĢtVWXSQi�SUR�JOREiOQt�VNXSLQ\�SĢHGVWDYXMt�
SUR�ILUPX�YìUD]Qp�UL]LNR��0ďOD�E\�EìW�Y\KOHGiQD�
D�SĢtVWXS�N�QLP�XSUDYHQ�WDN��DE\�VH�Y]WDKRYDO�SRX]H�
QD�XçLYDWHOH��NWHĢt�MHM�SRWĢHEXMt�

'23258ÿ(1e�.52.<�
• 3URYpVW�VNHQRYiQt��NODVLILNDFL�D�PRQLWRURYiQt�FLWOLYìFK�
GDW��NGH�VH�QDFKi]HMt��NGR�N�QLP�Pi�SĢtVWXS�D�NGR�
N�QLP�VNXWHĀQď�SĢLVWXSXMH��

•
 
=DYpVW�D�XGUçRYDW�PRGHO�QHMPHQåtFK�QXWQìFK�
RSUiYQďQt�

•

 

3RXçtYDW�EH]SHĀQRVWQt�]iVDG\�]DPďĢHQp�QD�GDWD�WDN��
DE\VWH�VSOěRYDOL�SRçDGDYN\�UHJXODĀQtFK�RUJiQĪ�
RKOHGQď�FLWOLYìFK�GDW�

950+ PLOLRQĪ
(950,534,645)

339+ PLOLRQĪ
(339,213,456)

50%

&(/.29ë�32ÿ(7�=É6$+ĩ�
32'/(�7<38

  

• 6$3�$FF� ���������

• 3&,�'66 �����

• 8.�'3$ �������

9tFH�QHç���¬��FLWOLYìFK�
~GDMĪ�VH�QDFKi]t�

QD�MHGQRP�
VRXERURYpP�

VHUYHUX��63B)6B�

ÔĀW\�6$3

���������

3&,�'66

�����

8.�'3$

�������

VRXERUĪ�REVDKXMtFtFK�FLWOLYi�GDWD

VRXERUĪ�V�FLWOLYìPL�GDW\�SĢtVWXSQìFK
SUR�JOREiOQt�VNXSLQ\
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OBJEM ZASTARALÝCH 
DAT

 

• CIFS_FS_2 25%

• CIFS_FS_3 22%

• CIFS_FS_4 8%

• SP_FS_1 29%

• EXCH_FS_1 16%

ZASTARALÁ DATA 
S CITLIVÝMI ÚDAJI

• CIFS_FS_2 14%

• CIFS_FS_3 11%

• CIFS_FS_4 9%

• SP_FS_1 53%

• EXCH_FS_1 13%

SHRNUTÍ RIZIKA:
• =DVWDUDOi�GDWD�VH�U\FKOH�VWDQRX�EH]SHĀQRVWQtP�
UL]LNHP�D�MHMLFK�XFKRYiYiQt�SĢHGVWDYXMH�]E\WHĀQp�
náklady.

•
 
7DWR�GDWD�SĢHGVWDYXMt�]E\WHĀQp�EH]SHĀQRVWQt�UL]LNR��
PĪçH�MH�WRWLç�QďNGR�XNUiVW�QHER�]QHXçtW�

1t]Np 6WĢHGQt 9\VRNp

+ODYQt�]MLãWČQt��=DVWDUDOi�GDWD

ZASTARALÁ DATA:
8FKRYiYiQt�D�VSUiYD�]DVWDUDOìFK�GDW�²�WHG\�WDNRYìFK��
NWHUi�MVRX�VWDUåt��QHç�MH�SĢHGHP�XUĀHQi�GRED�
XFKRYiYiQt��QHER�NWHUi�Xç�GORXKR�QHE\OD�SRXçLWD
�²�PRKRX�EìW�QiNODGQp��D�QDYtF�SĢHGVWDYXMt�]YìåHQp�
�D�]E\WHĀQp��EH]SHĀQRVWQt�UL]LNR��

'23258ÿ(1e�.52.<�
• 9\KOHGDW�]DVWDUDOi�GDWD�D�XUĀLW��NWHUi�GDWD�O]H�
SĢHVXQRXW��DUFKLYRYDW�QHER�VPD]DW�

 

• 9\WYRĢLW�D�XSODWěRYDW�NRQ]LVWHQWQt�SROLWLNX�VSUiY\�
]DVWDUDOìFK�GDW�

253,168 GB
zastaralých dat

85+ PLOLRQĪ
(85,377,723)

VORçHN�VH�]DVWDUDOìPL�GDW\

75%

9tFH�QHç���¬
SRVX]RYDQìFK�GDW�

MH�]DVWDUDOìFK�
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SHRNUTÍ RIZIKA:
• ÔĀW\�V�LGHQWLILNiWRUHP�631�E\�PďO\�PtW�GORXKi�D�VORçLWi�
KHVOD��NWHUi�VH�ĀDVWR�PďQt��1HQt�OL�SRWĢHED��O]H�åLIURYiQt�
5&��GHDNWLYRYDW�

• ÔĀW\�E\�QLNG\�QHPďO\�PtW�]i]QDP�Y�KLVWRULL�6,'�]H�VWHMQp�
GRPp

• 'HOHJRYiQt�.HUEHURV�E\�PďO\�SRXçtYDW�SRX]H�SODWQp�
VHUYLVQt�~ĀW\��NWHUp�VH�SRWĢHEXMt�Y\GiYDW�]D�MLQp�~ĀW\�

1t]Np 6WĢHGQt 9\VRNpÔÿ7<�$�8æ,9$7(/e��1t]Np�6WĢHGQt�9\VRNp
ÔĀW\�VSUiYFĪ�VH�631

ÔWRĀQtFL�VL�PRKRX�Y\çiGDW�WLNHW\�QHER�~ĀW\�SRPRFt�
XQLNiWQtFK�LGHQWLILNiWRUĪ�VOXçE\��631���7LNHW\�åLIURYDQp
SRPRFt�5&��MVRX�]QDĀQď�QiFK\OQp�N�SURORPHQt�KHVOD�

ÔĀW\�VH�]i]QDPHP�KLVWRULH�6,'�]�DNWXiOQt�
GRPpQ\  
 
ÔWRĀQtFL�MH�Y\XçtYDMt�N�]DMLåWďQt�VYp�SĢtWRPQRVWL�D�N�UR]åtĢHQt�
RSUiYQďQt�Y�GRPpQď�]�EďçQpKR�XçLYDWHOH�QD�XçLYDWHOH�
SULYLOHJRYDQpKR��

ÔĀW\�V�GĪYďU\KRGQRVWt�SUR�GHOHJRYiQt�.HUEHURV�
�QHRPH]HQp�GHOHJRYiQt��  
 
ÔĀHW��NWHUì�MH�SUR�~ĀHO\�GHOHJRYiQt�Y�V\VWpPX�
.HUEHURV�QDVWDYHQ�MDNR�GĪYďU\KRGQì��PRKRX�~WRĀQtFL�
QDSDGQRXW�D�Y\GiYDW�VH�SRPRFL�QďM�]D�MLQp�~ĀW\��

'23258ÿ(1e�.52.<�
• =NRQWUROXMWH�XND]DWHOH�XçLYDWHOĪ��SRĀtWDĀĪ�D�GRPpQ�

• =NRQWUROXMWH�XçLYDWHOVNp�~ĀW\��NWHUp�QHY\çDGXMt�KHVOR�

• 6OHGXMWH�XGiORVWL�$FWLYH�'LUHFWRU\��]GD�QHRGKDOtWH�
]QiPN\�]QHXçLWt�

40
XçLYDWHOVNìFK�~ĀWĪ�QHY\çDGXMH�KHVOR

+ODYQt�]MLãWČQt��8åLYDWHOVNp�D�SRþtWDþRYp�~þW\

8æ,9$7(/6.e�Ôÿ7<

• 15 ~ĀWĪ�VSUiYFH�Pi�631

• 2�~ĀW\�PDMt�]i]QDP�EH]SHĀQRVWQtKR
LGHQWLILNiWRUX��6,'��]�DNWXiOQt�
GRPpQ\

• 4�~ĀW\�MVRX�QDVWDYHQ\�MDNR�
GĪYďU\KRGQp�SUR�GHOHJRYiQt�
.HUEHURV

8æ,9$7(/6.e�
$�32ÿÌ7$ÿ29e�Ôÿ7<

• 40�XçLYDWHOVNìFK�~ĀWĪ
QHY\çDGXMH�KHVOR�

• 8�~ĀWĪ�SRĀtWDĀĪ�MH�]iURYHě�
~ĀW\�VSUiYFH

• 12�~ĀWĪ�SRĀtWDĀĪ�Pi�Y�V\VWpPX�
.HUEHURV�VODEì�W\S�åLIURYiQt
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6/2æ.<

• 277 02��VORçHN�
V�RVLĢHOìPL�6,'

• 58 419�VORçHN�V�QHNRQ]LVWHQWQtPL
RSUiYQďQtPL

• 1 040 040�VORçHN�V�MHGLQHĀQìPL
RSUiYQďQtPL

6+5187Ì�5,=,.$�
• .YĪOL�QHNRQ]LVWHQWQtPX�GďGďQt�PRKRX�EìW�GDWD�
SĢtVWXSQi�XçLYDWHOĪP��NWHĢt�E\�N�QLP�SĢtVWXS�PtW�QHPďOL��
QHER�QDRSDN�QHGRVWXSQi�SUR�XçLYDWHOH��NWHĢt�MH�
SRWĢHEXMt�

•
 
2VLĢHOp�6,'�D�QHNRQ]LVWHQWQt�RSUiYQďQt�SĢHGVWDYXMt�
]E\WHĀQp�EH]SHĀQRVWQt�UL]LNR�

•
 
6ORçN\�V�QHNRQ]LVWHQWQtPL�RSUiYQďQtPL�PRKRX�]SĢtVWXSQLW�
Y�QLFK�REVDçHQi�GDWD�SUR�LQWHUQt�SUDFRYQtN\��KDFNHU\�
D�GDOåt�

+ODYQt�]MLãWČQt��6ORåN\�D�RSUiYQČQt

277,027
�RVLĢHOìFK�6,'

235É91Ď1Ì

• 423 872�VORçHN��NWHUp�PDMt�
XçLYDWHOH�SĢtPR�Y�VH]QDPX
RSUiYQďQt

• 25 551�FKUiQďQìFK�VORçHN

• ��¬���¬����VORçHN�
EH]�YODVWQtNĪ�GDW

6/2æ.<�$�235É91Ď1Ì
2VLĢHOp�6,'

 2VLĢHOp�EH]SHĀQRVWQt�LGHQWLILNiWRU\��6,'��Y]QLNDMt��MH�OL�~ĀHW�
XYHGHQì�Y�VH]QDPX�SUR�Ģt]HQt�SĢtVWXSX�RGVWUDQďQ�
]�$FWLYH�'LUHFWRU\��2VLĢHOp�6,'�]YďWåXMt�VORçLWRVW�D�O]H�
MH�]QHXçtW��

 

1HNRQ]LVWHQWQt�RSUiYQďQt

1HNRQ]LVWHQWQt�RSUiYQďQt�Y]QLNDMt��NG\ç�VORçN\�QHER�
VRXERU\�]GďGt�RG�VYìFK�QDGĢD]HQìFK�SRORçHN�GDOåt�
]i]QDP\�SUR�Ģt]HQt�SĢtVWXSX��QHER�QDRSDN�SRWĢHEQp�
]i]QDP\�SUR�Ģt]HQt�SĢtVWXSX�QH]GďGt��8çLYDWHOp�WDN�
PRKRX�QH~P\VOQď�]tVNDW�QHER�]WUDWLW�SĢtVWXS�

'23258ÿ(1e�.52.<�
• =NRQWURORYDW�VWUXNWXUX�RSUiYQďQt�D�RYďĢLW��]GD�MH�
MHGLQHĀQRVW�VORçN\�QH]E\WQi��3RNXG�WRPX�WDN�QHQt��
REQRYLW�GďGLĀQRVW�RSUiYQďQt�RG�QDGĢD]HQp�VORçN\�
D�QDKUDGLW�WDN�MHGLQHĀQp�]i]QDP\�Y�VH]QDPX�
RSUiYQďQt�

•

 

1DMtW�VORçN\�V�RVLĢHOìPL�6,'�D�RGVWUDQLW�MH�]H�VH]QDPĪ�
SUR�Ģt]HQt�SĢtVWXSX�

•

 

1DMtW�VORçN\�V�SĢtPìPL�RSUiYQďQtPL�SUR�XçLYDWHOH��
]DĢDGLW�XçLYDWHOH�GR�SĢtVOXåQìFK�VNXSLQ�D�RGVWUDQLW�
SĢtPi�RSUiYQďQt�WďFKWR�XçLYDWHOĪ�]H�VH]QDPX�
SUR�Ģt]HQt�SĢtVWXSX�

Low 0HGLXP +LJK
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SHRNUTÍ RIZIKA:
• 1HRSUiYQďQp�SRNXV\�R�]tVNiQt�SĢtVWXSX�N�GDWĪP�QHER�
R�MHMLFK�]PďQ\�ĀDVWR�XND]XMt�QD�DNWLYLWX�åNRGOLYpKR
VRIWZDUX��KUR]E\�RG�LQWHUQtFK�SUDFRYQtNĪ�QHER
QD�N\EHUQHWLFNp�~WRN\�

• 1HREY\NOp�FKRYiQt�XçLYDWHOĪ��YH�VURYQiQt�V�MHMLFK�
REY\NOìP�FKRYiQtP��QD]QDĀXMH�PRçQRVW�XNUDGHQt�
~ĀWX��~QLNX�GDW�QHER�SRNXVX�R�MHMLFK�]QHXçLWt�

• 3ĢLSRMHQt�GHDNWLYRYDQìFK�XçLYDWHOĪ�QHER�VSRMHQt�
QD�]ORYROQp�,3�DGUHV\�ĀDVWR�XND]XMt�QD�SUREtKDMtFt�
N\EHUQHWLFNì�~WRN��ÔWRĀQtFL�VH�VQDçt�QDSDGQRXW�~ĀHW�
QHER�V\VWpP��SĢtSDGQď�XNUiVW�GDWD��

1t]Np 6WĢHGQt 9\VRNp

750,000+
událostí s citlivými daty
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• 9QLNQXWt  5

• 2SUiYQďQt 9

•  2

9ë=1$ÿ1É�632-(1Ì

• ���SĢLSRMHQt�QD�931�
RG�GHDNWLYRYDQìFK�XçLYDWHOĪ

• ���SĢLSRMHQt�QD�931�
]H�]ORYROQìFK�,3

• ��SĢLSRMHQt�QD�VWtQRYp�,7�ZHE\

• ���SRNXVĪ�R�SĢHNODG�'16�
]ORYROQìFK�ZHEĪ

$.7,9,7$�8æ,9$7(/ĩ

• ���¬����RWHYĢHQt�VRXERUX

• ���¬����~SUDY�VRXERUX

• ��¬����VPD]iQt�VRXERUX

• ��¬����]PďQ�RSUiYQďQt

$.7,9,7$�8æ,9$7(/ĩ�$�=$ġÌ=(1Ì�
$NWLYLWD�D�FKRYiQt�XçLYDWHOĪ

$NWLYLWD�XçLYDWHOĪ�D�]DĢt]HQt�]DKUQXMH�FORXG�L�ORNiOQt�
VRXERURYì�V\VWpP��H�PDLO\�D�DNWLYLWX�YH�6KDUH3RLQWX��
WHOHPHWULL�$FWLYH�'LUHFWRU\��WHOHPHWULL�SHULPHWUX�
D�LQIRUPDFH�R�~WRFtFK��

 

9DURQLV�VOHGXMH�D�DQDO\]XMH�FKRYiQt�XçLYDWHOĪ�D�HQWLW�
Y�FHOpP�FORXGX�D�YåHFK�ORNiOQtFK�GDWRYìFK�VNODGHFK��
$FWLYH�'LUHFWRU\�D�]DĢt]HQtFK�QD�SHULPHWUX��WDNçH�GRNiçH�
SRGDW�LQIRUPDFH�R�SRWHQFLiOQt�SRGH]ĢHOp�DNWLYLWď��

9DURQLV�GHWHNXMH�RGFK\ON\�RG�EďçQpKR�FKRYiQt�
D�XSR]RUěXMH�QD�Qď��SRXND]XMH�QD�UL]LND��RGKDOXMH�KUR]E\
]HYQLWĢ��UDQVRPZDUH�D�GDOåt�MHY\�

'23258ÿ(1e�.52.<�
• 

• 

6OHGRYDW�FKRYiQt�XçLYDWHOĪ�D�VRXERURYRX�DNWLYLWX�

6OHGRYDW�SRGH]ĢHOi�SĢLSRMHQt�N�931�D�'16�D�EORNRYDW�
SRNXV\�R�SUĪQLN�]H�]QiPìFK�]ORYROQìFK�VSRMHQt�

•
 
2GKDORYDW�QDUXåHQt�EH]SHĀQRVWL��SRGH]ĢHOp�FKRYiQt�
D�QHREY\NORX�DNWLYLWX�D�XSR]RUěRYDW�QD�Qď�

•
 
1DSOiQRYDW�UHDNFH�QD�LQFLGHQW\�D�SRVWXS\�åHWĢHQt�
PRçQìFK�QDUXåHQt�EH]SHĀQRVWL�

+ODYQt�]MLãWČQt��$NWLYLWD�XåLYDWHOĤ

ÔQLN
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+/$91Ì�=-,ä7Ď1Ì��
• 

• 

.H�NDçGpPX�]MLåWďQt�]tVNiWH�VRXKUQ�UL]LND

• 8UĀHQt�NURNĪ�SRWĢHEQìFK�NH�]PHQåHQt�UL]LND

1t]Np 6WĢHGQt 9\VRNp+/$91Ì�=-,ä7Ď1Ì��
*OREiOQt�SĢtVWXSRYp�VNXSLQ\

&LWOLYi�GDWD

=DVWDUDOi�GDWD

ÔĀW\�D�XçLYDWHOp

6ORçN\�D�RSUiYQďQt

$NWLYLWD�XçLYDWHOĪ

6+5187Ì�5,=,.$�
• 8çLWHĀQp�GDOåt�NURN\�SUR�NDçGRX�REODVW�UL]LND

• 0HWRGRORJLH�XPRçěXMtFt�GRViKQRXW�EH]SHĀQpKR�VWDYX

1LMDN�QHRYOLYQt�YDåH�SURVWĢHGt�
1HFHOìFK����PLQXW�YDåHKR�ĀDVX��

Co dál

+/$91Ì�%2'<�$1$/ë=<�%(=3(ÿ1267,
RIZIK PODLE VARONIS

• *OREiOQt�SĢtVWXS��VWDUi�GDWD�
D�QHNRQ]LVWHQWQt�RSUiYQďQt

• 3ĢtOLå�åLURFH�SĢtVWXSQi�FLWOLYi�GDWD��
QDSĢtNODG�RVREQt�~GDMH��~GDMH�
R�]GUDYRWQtP�SRMLåWďQt�QHER�
R�SODWHEQtFK�NDUWiFK

•

 

3ĢtVWXS�D�DXWRUL]DĀQt�SRVWXS\�
Y�UR]SRUX�V�SĢHGSLV\

JAK TO FUNGUJE

• �����SĢL]SĪVREHQp�
YDåLP�SRWĢHEiP

• 9\KUD]HQì�EH]SHĀQRVWQt�
WHFKQLN�SURYHGH�DQDOì]X�
YDåHKR�SURVWĢHGt

• 1HYLGLWHOQp�D�QHLQWUX]LYQt

32.5<7Ì�
• :LQGRZV

• 6KDUH3RLQW

• ([FKDQJH

• 

• $]XUH�$'

• 81,;�/LQX[

• $FWLYH�'LUHFWRU\

• 'HOO�(0&

• 1HW$SS

• HPE

• 1DVXQL

3RVRX]HQt�IXQNĀQRVWL
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PROVOZNÍ CESTA
%ďKHP�VSROXSUiFH�V�WLVtFRYNDPL�RUJDQL]DFt�Y\WYRĢLOD�VSROHĀQRVW�9DURQLV�RVYďGĀHQRX�D�HIHNWLYQt�PHWRGRORJLL��
SRPRFt�NWHUp�PRKRX�RUJDQL]DFH�PRQLWRURYDW��FKUiQLW�D�VSUDYRYDW�VYi�GDWD��1iå�SĢtVWXS�]DPďĢHQì�QD�GDWD�
VQLçXMH�UL]LNR��]Y\åXMH�HIHNWLYLWX�D�SRPiKi�]DMLVWLW�VRXODG�V�SĢHGSLV\��QDSĢtNODG�3&,��+,3$$�D�*'35�

• ,QVWDODFH�V\VWpPX�9DURQLV

• 6WDQRYHQt�SULRULW�D�SRVRX]HQt�UL]LN

• =MLåWďQt��NWHUp�VORçN\�SRWĢHEXMt�YODVWQtN\ 

• 1DOH]HQt�YODVWQtNĪ�GDW�

• =MHGQRGXåHQt�VWUXNWXU\�RSUiYQďQt

• 9\WYRĢHQt�SĢHKOHGĪ�R�GDWHFK�
SUR�MHMLFK�YODVWQtN\

 

• 9\WYRĢHQt�SOiQX�UHDNFt�QD�LQFLGHQW\�
]DORçHQpKR�QD�XSR]RUQďQtFK��
YĀHWQď�DXWRPDWL]DFH

• =iNODGQt�Y\åNROHQt�SHUVRQiOX�²�VSUiYD�
RSUiYQďQt�D�KOHGiQt�]WUDFHQìFK�
VRXERUĪ

• $XWRPDWL]DFH�SURFHVX�XGďORYiQt�
RSUiYQďQt�SURVWĢHGQLFWYtP�YODVWQtNĪ�
GDW

•
 
$XWRPDWL]DFH�SHULRGLFNìFK�
NRQWURO�RSUiYQďQt

•
 
$XWRPDWL]DFH�OLNYLGDFH��NDUDQWpQ\�
D�XSODWěRYiQt�]iVDG

• 2SUDYD�FK\EQìFK�VH]QDPĪ�SUR�Ģt]HQt�
SĢtVWXSX�

•
 
=UXåHQt�JOREiOQtKR�SĢtVWXSX�N�FLWOLYìP�
GDWĪP�

•
 
=UXåHQt�]EìYDMtFtFK�JOREiOQtFK�
SĢtVWXSRYìFK�VNXSLQ

•
 
=UXåHQt�]E\WHĀQìFK�DUWHIDNWĪ�Y�$FWLYH�
'LUHFWRU\��QHSRXçtYDQp�VNXSLQ\�
]DEH]SHĀHQt��KHVOD�EH]�H[SLUDFH�DWG���

•
 
.DUDQWpQD�DUFKLYDFH�VPD]iQt�
]DVWDUDOìFK�GDW�

PREVENCE: 
3. NÁPRAVA

8'5æ(1Ì: 
6. 9</(3ä29É1Ì

DETEKCE:  
2. =35292=1Ď1Ì

8'5æ(1Ì: 
5. AUTOMATIZACE

DETEKCE:  
1. 3ġÌ35$9$

PREVENCE: 
4. TRANSFORMACE

• 3UDYLGHOQi�NRQWUROD�UL]LN��XSR]RUQďQt�
D�SURFHVĪ�XPRçěXMH�SUĪEďçQp�
Y\OHSåRYiQt

Metodologie Varonis

Tato úvodní zpráva je malou
ukázkou prvního kroku naší 
provozní cesty se systémem 

Varonis.
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Máte další otázky?  
Zeptejte se nás.  
+420 220 972 426

info@varonis.cz

35$.7,&.É�8.É=.$

Implementujte Varonis ve svém
SURVWĢHGt��5\FKOH�
D�EH]SUREOpPRYď�
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1HFKWH�VL�Y\SUDFRYDW�DQDOì]X�
rizik na míru, omezte riziko, 
NWHUp�YiP�KUR]t��D�RGVWUDěWH
PH]HU\�Y�]DEH]SHĀHQt�

www.varonis.cz
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9DURQLV�MH�SUĪNRSQtNHP�Y�REODVWL�]DEH]SHĀHQt�D�DQDOì]\�GDW��6SHFLDOL]XMH�VH�QD�VRIWZDUH�SUR�]DEH]SHĀHQt�
Ģt]HQt��NODVLILNDFL�D�DQDOì]X�GDW�D�]DMLåWďQt�VRXODGX�V�SĢHGSLV\��9DURQLV�DQDOì]RX�VRXERURYp�DNWLYLW\�D�FKRYiQt�
XçLYDWHOĪ�GHWHNXMH�N\EHUQHWLFNp�~WRN\�L�KUR]E\�]HYQLWĢ��RPH]RYiQtP�GRVWXSQRVWL�FLWOLYìFK�GDW�EUiQt�KDYiULtP�
D�SRPRFt�DXWRPDWL]DFH�~ĀLQQď�XGUçXMH�SURVWĢHGt�]DEH]SHĀHQp�
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